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Message Center User Guide

I ntroduction

What isthe Pogtini M essage Center ?

Pogtini is an email protection service that provides each user with a Message Center where your spam and viruses are
filtered and quarantined. Y our legitimate email messages are delivered to your email inbox, just asthey aways have, but
junk and virus-infected email is routed to your Message Center. You can also customize the service from within the
Message Center. This document walks you through using and managing your Message Center.

Gettingthemod out of your M essage Center

It is strongly recommended that you check your Message Center daily at first so your filters "learn” to be more effective
and accurate. Upon regular review, remove the unwanted messages and ddliver the ones you want. You can also safely
read the contents of avirus-infected email in your Message Center without the risk of harming your own personal system.

Regular reminders will instruct you to check your Message Center and review quarantined email. All quarantined
messages are held for 14 days until they are automatically deleted, unless you remove or deliver them.

Login and Overview

How dol accessmy MessageCenter ?

Once your account has been activated, you will receive a“Welcome” email directing you to your message center.
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LogintotheMessage Center

1. Click onthe Message Center link in the Welcome message. It' s helpful to bookmark thelog in page.
2. Enter your log in address (provided in the Welcome message).
3. Enter your temporary password (provided in the Welcome message).  If you enter an incorrect password, the

Forgot your Password? link will appear. Click on that link and then click the Submit button and a new
temporary password will be emailed to you.

4. When you sign in using your address and password, your browser can "remember” you by using a persistent
cookie on your computer. By selecting the checkbox on the log in screen, you can bypass the log in each time
you come back. Be sureto close the browsar window instead of logging out. Upon your return, you won't be
prompted for a password. If you use a shared computer (in alibrary, Internet cafe, school, or other public areg)
where someone could see your persona message center, do not select the Remember Me checkbox.

TheMessage Center Main Window
The Message Center has severd different aress:
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Junk, Vous, and Woeless change password
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TheQuarantineArea

If you would like to view the contents of a message in the quarantine list (for example, if you are uncertain if an itemis
junk), click on the subject link, and the message content will appesar.

Filter Icons

ﬁl This message is general bulk email.

EEE
R

&

E a This message contains racially insensitive material.

This message contains sexually explicit content.

This message contains “ Get Rich Quick” and other financially related offers.

This message contains special offers and advertisements.

Removeor Ddiver Email M essages

Remove Junk Email
To remove or deliver messages, check the messages and click the appropriate button (Remove or Deliver).

Whalva poarantinad thease hink armall moacscanacs hafare they rearhad voor inhoy armnve Hrwantad moccanos

Y EYE Quaraniined Inese jJUnk eman messages oelore INey reacned your iNDoX, ~emove uiwanied messages
and dalivar the anes that won doowean

ang gcelvelr tng ones tnal you oo wanl,

| Femove B.. . Liglver 1+ oo heszage 1-3 af 3

Bemowe All Messages

[~ Sender Subject Filter Date [¥]
¥ sally657@hotmail.com Fwil: about monday... ﬁ 04162003

When delivering a message to your inbox, you will be prompted to add the sender to your Approved Sender List.
Adding the sender will allow them to always bypass the Junk Email filters. It is highly recommended that you
add your friends, family, colleagues, and associates in order to improve the accuracy of your filters.

Email Delivered

The following messages have been delivered to your inbox. Selecting the "Apprave” check box allows messages
fram the selected address to bypass the junk email filter.

Approve Address Subject
v isaIIyEE?@thmail.cum _‘_'_! Furd: about manday...
Cantinue
Ddivered and Removed Folders

When you deliver email from the Message Center, it is forwarded to your inbox. A copy is aso placed in the Delivered
Folder. Messages are permanently deleted from the Delivered Folder on a periodic basis. To view the contents of the
folder, click the Delivered link.
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Junk Email Se‘ftin;:ls'l:;I Yirus Settinqsﬂ' Wireless Se‘ftin;:ls{:]I Aeeount Settinns Log Out

Heln
—_—

Wiews: Guarantined | Delivered | Bemowed

Messages "Delivered” from the Message Center are copied here. They will be permanently deleted 2 days
after delivery.

Remowve IMESSEQES Delivear ’TD vour Inbas Meszage 1- 1 af 1

Eemowve All Messages

[~ Sender Subject Filter Date [¥]
™ sally657@hotmail.com Fwd: about monday... ﬁ 04162003

Once ajunk email message has been deleted from the Message Center it is placed in the Removed Folder. Messages will
be permanently deleted from the Removed Folder by the system on a periodic basis. By clicking "Empty Trash", all
messages in the Removed Folder will be permanently deleted with no method of recovering them.

Removed Messages

Wiews: Guarantined | Deliwvered | Remowed ‘

Messages "Removed” from the Message Center are listed here and are permanently deleted on a regular
basis. Wiruses cannot be delivered to your inbox from this page.

Empty Trash ] Message 1- 10 of 10
Sender Subject Filter Date
dealsfaryouzzzi@haotmail. com STIMULANT FREE DAILY WEIGHTLOSS Il ﬁ 04-16-2003

Junk Email Filters

Each message is scored by its probability for being junk email. Postini will compare the spam score of the message with
your persond tolerance levels for that specific category of junk email (screenshot follows). Messages exceeding your
tolerance will be quarantined to your Message Center.

The filters can be tailored to match your persond preferences. For example, you may wish to recelve specid offers, so

you would set that filter to alenient setting, but you may not wish to receive any get rich quick offers, so you would set
that filter to a more aggressive setting.
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= Y PRy P parn will be guarantined in your Message Center. Adjust the settings to personalize
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Adjust Il protecti inst hate-
B“g Racially Inzensitive i . i i i¥ .Ju -:nrer.a. protection against hate
ariented topics

oave Changes | Cancel'

What do thefilter levdsmean?

As you increase the spam filter levels, you increase the amount of junk email that is caught and the effectiveness of the
system. You aso have a greater chance of legitimate email being quarantined (caled a “false quaranting’) during the
initid ‘breaking in period’. Setting filters is a trade-off — a more aggressive setting means more junk email will be
quarantined, however, it dso increases the odds of afalse quarantine occurring.

Sender Lids

The Approved Sender List alows you to designate individuas or domains that will always bypass the filters and will
autometicaly be delivered to your inbox. We recommend that you add friends, family, and associates to the Approved
Sender ligt. Thisisthe best method for preventing legitimate messages from being falsely quarantined.

The Blocked Senders List dlows you to designate addresses that will always be blocked regardless of content. We do not
recommend using the Blocked Sender list to block regular spammers. Spammers continualy change and spoof their
address and domain, making this approach usdless. The Blocked Sender list isto help block newdetters that are difficult
to unsubscribe from or bothersome senders.
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VirusSdtings

If avirusis detected, your message will be safely detained in the Message Center and you will be notified viaemail. You
can safely view the virus-infected message from within the Message Center without fear of transmitting the virusto your

operating system or installed software.

HMessage Center

Jurk Emnail Se‘hngga Wires EEE:h'n;__;G Wizless Szl:h'lgga Accaund Settings Help Lopg Oud

Virnus Click OM 1o prodect yourself from harmfd and potentially costly outbreaks
Protection °f maliciows email viruses. It will quarantine sl threatening messages in
your Message Center where wou will be able 1o szfely wiew the message

without ANY darnage to your sysiem.

Prowiding inlne virus scarming, you are ensured that wrus definifions are
updated regularty with fhe most common and dangenous wiises. You wil
be notfied immedistely via emal when 2 wines-infected message is
quarantined.

Hotifications

When you receie a vrus-infected email, you can st the frequency of the
notfications.

Curreert organization default Immediately
LIse organizafion detzult :I

Use orgenization defaukt
mmediate

calion

Dﬂ::le n

VIEES DETECTIGN

-6-

Virus Scanning can be set to ON or OFF. Frequency of virus notifications can be set by selecting from the drop-down menu.
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Account Settings

Clicking the Account Settings link takes you the Account Settings page.

Message Center

Junk Email Seﬁings{} Wirus Seﬁings{} Wireless Seﬁings{} q Aceount Settings Help Log Out

Account Settings
Fassword

s Set or change your Password

Manadging Multiple Email Addresses

o Add an alternate address

Femember Mea

o What is "Remember My Address and Password"?

From this page you can:

1. Changeyour password. Click on the Password and you will be prompted for your current password and
your new password.

2. Manage multiple email addresses. Do you have several email accounts and addresses? Y ou can map these
alternate addresses to your Message Center. |f you do not map these addresses to your Message Center, you
still may receive spam. Adding alternate addresses will send a confirmation email to confirm you are the
legitimate owner of the address. Y ou may submit as many alternate addresses as you own.

3. Enable“Remember Me”. Thislink displaysinformation that explains the “Remember my Address and
Password” feature.

Quarantine Summary

Quarantine Summary is available only to Enterprise Edition customers and is configured by the Postini administrator at
your site. There are no end-user configurable options.

The Quarantine Summary (QS) is an optiond HTML-formatted email summarizing the messages that have been
quarantined (but not yet delivered or deleted) in your Message Center since the last Quarantine Summary. In addition to
being areminder, it also alows you to quickly scan the list to prevent fase positives from going undetected. This report
eliminates the need to log-in and review messages in the Postini Message Center. The frequency and distribution of end-
user Quarantine Summary can be set on an organization basis. The frequency options range from daily up to every 10

days.

The QS contains the sender, subject, and received time, with the subject linking to the actual message in quarantine. The
total number of messages quarantined is also listed. Viruses will be displayed first, followed by spam, asin the Message
Center. The Quarantine Summary is sent to your primary email account, or notice address. If there is no spam (or virus)
quarantined, no Quarantine Summeary is sent.

-7- Document Version 4.0b



Postini End-user Guide
TheQuarantineSummary

The screenshot below shows an example of the Quarantine Summary email delivered to your email inbox.

These messages were guarantined before they reached your inhox as potential spam and virus-infected 4
messages. The quarantined messages can be delivered within your personal Message Center.

Virus Infected Messages first message Message Center »=
Sender Subject Date/Time
pinkslipEinls ok grab a southwest flight bay 12, 11:58 am
Junk Email Messages first 2 messages Message Center »=
chocolate@@surprise. com Dpen Wy YWrappet May 3,637 pm .
Jennai@@egiveaayys. com big offer you cannot refuse hlay 3, 6:38 pm

Accessing the M essage Center and M essagesfrom the Quar antine Summary

The Quarantine Summary links to your Message Center and each individua message. If you are currently logged in, or if
you have checked the "Remember my Address and Password" on the Message Center Log In page, clicking on alink will
take you directly into your Message Center, otherwise, you will be taken to the Log In page shown below.

Log in to your message center.

Log in Address !janedue@acme.cum

example: joed3d@E@senice. com

Passwori ’nnn

note: password is case-sensitive

Py [ Remember my Address and Password (what is this™)

GI3D

Log In Help
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Freguently Asked Questions

1

10.

11.

12.

How do | know when | have messages in quarantine?

Y ou should log in to your Message Center periodically to review your quarantined messages, deliver any
legitimate messages and remove junk messages. Y ou will receive an email notification on aregular basisin
your primary email inbox if any messages have been quarantined.

How do | get technical support?
Contact your email administrator directly or click the Contact Support link in the Message Center.

What if | don’t want my email to befiltered?
Set Junk Email Blocking to off in the Junk Email Settings page, or contact your email administrator.

Can someone elseread my email ?

Postini’ s patent-pending email processing technology allows messages to be processed in real-time as the
packets flow through the Postini servers, and so legitimate messages are not written to disk. This ensures that
Postini does not expose your data to hackers or potential loss of data. Postini’ s filters process all email
without human contact with mail flow or individual messages.

Why do | need to enable cookies when logging into my M essage Center ?

Cookies are only used to identify and validate users. The persistent cookie contains the email address of the
user who last logged in to Postini. This cookie is only used when logging in. All other cookies expire within
40 minutes or when the browser is exited. When the "Remember my Address and Password " checkbox is
checked, then the cookie will not expire for the Message Center until the "Logout" link is clicked.

What happensto messages | have delivered from the M essage Center ?
They are delivered directly to your inbox and a copy is placed in the Delivered folder.

What happensto email | delete from quarantine?

When messages are removed, they will be completely purged from the Removed items folder approximately
2 days after removal. If you would like the purge to be immediate, click on the "Empty Trash" button from
the Removed folder. Unless specifically removed, messages will be quarantined for 14 days.

Why can’t | login? What if | havetrouble getting in to my M essage Center ?

If you enter an incorrect password on the log in screen, the system will display a page with a“Forgot your
Password?’ link. Click on the link and then press the Submit button and a new password will be emailed to
you. If thisfails, contact your email administrator directly for assistance.

What if | have two separ ate email addr esses?
Y ou should map all your email accounts to the same Message Center to ensure spam does not get through.
See the Account Settings section of the Configuration chapter.

Can | import my contacts or address book to the Approved Senderslist?
No. You can manually enter them. We suggest adding the domains, if practical, so you do not reach the
character limit for the Approved Sender list.

What if messages are quarantined that | want delivered to my email inbox (false quar antines)?
Adjust your spam filters to amore lenient setting and add senders to your Approved Senders list.

What if alot of junk email is still getting through?
The heuristic filters can block up to 95% of spam from reaching your inbox. Unwanted messages can still get
through. Follow the suggestions below to maximize your filter effectiveness:

e Increaseyour settings. The more aggressive the filter setting, the fewer spam messages will reach
your inbox. Please note that the more aggressive the setting, the more often you should visit the
Message Center to confirm that legitimate messages are not quarantined. If they are, add those
senders or domains to your Approved Sender list.

e Review your Approved SendersList. Do you have other email addresses forwarding to this
account? Check to be sure your addresses are NOT on the Approved Senders List.

e Forward your spam. Participate in keeping the filters accurate by sending your unfiltered spam
messages ASATTACHMENTS in email to spam@postini.com. This does not guarantee that these
messages will be filtered in the future, but will be used by engineers for filter tuning.
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AppendixA: WirdessEmail Settings

The Wirdless Email Settings page is where you set up a wireless device to receive messages, and forwarding rule(s) to
specify which email messages will be forwarded to the device. It takes about 5 minutes to complete the set up. First, you
should check your wireless carrier and device to be sure text delivery capabilities are supported. To begin, click Activate.

Wireless Email

Wireless Email forwards copies  The “Wireless Email service lets you receive your email on your cell

of your e-mail to a cell phone,  phone, pager, ar PDA -- no need to buy an expensive device or farce

pager, or PDA and it's easy too! others to memorize a complicated email address.

@ Enter Your Device Info To activate Wireless Email, be sure that your wireless device is

2 Seta Quiet Time capable and activated to receive text messages. Then, click on the

3 Define Forwarding Rules green “Activate” button from this page. Fallow the set-up wizard where
you'll enter your device information and define forwarding rules - either
forwarding ALL your email messages to your device or just the
IMPORTAMNT ones. There's even a Quiet Time to prevent you from
being disturbed during personal time.
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Sat Up aDevice

Name your device. For example, “Mike' s Cell Phone’.

Select the device type (Phone, Pager, or PDA) and enter the device' s phone number, PIN, or wireless email address.
Select the carrier that provides your wireless service. If your wireless carrier is not on the list, click the Wireless Carriers
link on the screen for help on setting up your wireless device.

Compression setting will shorten the amount of header info forwarded and will abbreviate some words. This is helpful
when your device hasalimit on the number of charactersit can accommodate per message.

Click the Test & Continue button. A test message is sent to your device. While waiting for the test confirmation message
to arrive, click on the Continue Setting up Y our Wireless Email button.

%4 _ Set up your device

Deliver a copy of your important email messages to your existing digital cell phone, alphanumeric pager,
or wireless PDA. Fill out the information in the fields below, and then test vour device,

Mame wour wireless d

" Phane I pick wourWireless Fhone service j
" Pager Ipickyuurpagersewice =]
 PDA I pickyaurWireless Data service j

by wireless carrier is not listed

Enter the device's phone number, PIMN, or wireless email address. Follow the farmats below:

Cell phone; 3335551212

I Fager: 3332061234

FDA; username@isenice. com

Compression reduces the number of irrelevant characters in each message. This can be helpful if your
wireless carrier limits the number of characters that your device can receive. Mare on compression

" Compression
& Mo compressian

Test your device to verify that it is enabled for wireless messaging.

Test & Continue
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Quig Time

If there are certain hours where you do not wish to have email forwarded to your device, set aquiet time.

Wirdess Email provides two time settings for message delivery: 1) Always and 2) Always except during Quiet Time.
Your Quiet Time settings are defined by selecting both the starting and ending time. For example, the default settings for
Quiet Time are "from 5:00 PM to 8:00 AM". This setting means that, for rules using the "Always deliver except during

quiet time" option, any email messages that are recelved between 8:00 AM and 5:00 PM will NOT be forwarded to the
selected wirdlessdevice. Ther€' s aso a setting to block forwarded messages during the weekend.

Set the Time Zoneyou livein.

Click the Continue button when finished.

%2  Define your Quiet Time

Although emadl can be inportant, there may be times when vou don't want to be disturbed. Tou can easily
disable the service during your personal Quiet Time. Follow these sinple mstructions to configure your
Chuiet Time.

Set your time zane: ISE|E'3WDWTimE Zone =l

Define your Cluiet Time.
Do not forward email messages

Frnm:l? jIPMj
TD:IB jIAMj

I™ Do not farward email messages on Saturday or Sunday

Meszages are not held during Quiet Time for later delivery. Original messages will always be found in your inbox.

Continue |

Forwarding Rules

Sdect dther the Forward ALL Messages or the Forward IMPORTANT Messages button. The Forward IMPORTANT
Messages button will forward only the messages that meet your sender, keyword, and priority rules. The Keyword,
Sender, and Priority rulesfollow this page.

%P3  Forward your email messages

Tou can forward a copy of ALL vour meszages to your wireless device or only IMPORETANT ones, as
defined by you.

Farward ALL Messages Farward IMPORTANT Messages
If you choose "Forward ALL Messages” every Selecting "Farward IMPORTAMNT Messages” will
email sent to your regular email account will be allow you to determine which messages are
delivered to your wireless device. Choose this delivered to your wireless device based an
option carefully: if you receive hundreds of email keywords within the message, sender's email
messages daily, you may not want thern ALL address, or message priority.

forwearded to your wireless device.
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Keyword Rule

Give the rule a descriptive name and add important keywords or phrases to the Keyword List. Click add after each
submission. Keyword rules are defined by entering one or more words or phrases. This setting will scan the entire email
message and will forward any message that contains a match with any of the words or phrases that are in your defined
Keywords Ligt. You may define a different list of keywords for each Keyword rule. Give each Keyword rule a unique
name that describes the content of the rule. Clicking on the "Continue" button stores your changes in the Wireless Email
database, "Skip" will move you to the next forwarding rule, and the "Cancel" button will return you to the Summary
page, without recording any changes.

Y ou can create multiple rules once you' ve completed the set up wizard.

**%4 . Define your "Important” email
Keyword Rule

List the keywards that can appear anywhere in the message and a copy of these messages will be
forwarded to your device. You can build one list of keywords or you can create multiple keyword rules,
each with different content themes. If you don't want & Keyward Rule, press the "Skip" button.

Name this keyward rule: |Server Fule

Keyword List:

Server reboot Alarm
Server down

(single ward ar phrase)

Add thig item to list =elect keyword to remave
m Femowe I

& Always deliver messages matching keywords
" Do not disturb me during my Quiet Time

Continue l SkipJ
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Createa Sender Rule
Click the Continue button. The Sender Rule page appears. Y ou can create one or more Sender rules. Define each Sender
rule by entering either a"Family name', or one or more email addresses (or domain names), or both. Email addresses
must be in the form "user@domain.com” and domain names must be in the form "@domain.com”. Clicking on the
"Continue"’ button stores your changes in the Wireless Email database and returns you to the Summary page. The
"Cancd" button aso returns you to the Summary page, but without recording any changes.

Stepyq "
[

J

Sender Rule

List the email addresses of senders who, if they send you an email, & copy of the email will be
farpardad e aticalley o venr davicea Yean cae bonld Aea lict af candare A ven cae craata enilbinla
aryw oy Quiiiniacr-qinl Lo _'|'ULII ucyiLc, Ul Qi dnig s 1ol Ul Solhidci s Uy _'|'L||_I Ldll wicalc IIILIII.I'.IIE
lists, each with different themes. If you don't want a Sender Rule, press the "Skip” button.

Mame this sender rule: iimpurtant senders

Use the full ernail address

;buaa@mybusa.cum| .daughter@family.cum
hushand{family.com
Example: user@domain.com jDE@mydept.CDm

mamigmarm.com

Add this item to list Select sender to rermove
m Remowve !

Family name: iSmith

Wireless Email can search the entire address for a specific name or text. For example, "Smith' will foward messages from 'jsmith’,
'=smith2000", 'smithers', atc.

& Always deliver messages from listed sender(s)
" Do not disturb me during my Quiet Time

Continue J Skipl
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Priority Rule

The Priority Rule alows email messages that are marked as High Priority or Urgent to be forwarded to your wirdess
device. Email clients (Microsoft Outlook, Eudora, Netscape Messenger) and some web- based email services have the
ability to mark a message as Important, Urgent, or High Priority before sending it. If the sender of amessage marksit in
one of these ways and you have checked the Enable your priority rule box, Wireless Email will forward the message to
your wireless device. If you do not wish to enable the priority rule, press the Skip button. If you do wish to enable the
priority rule, click the checkbox for enable your priority rule and then select the radio button for either Always ddliver
priority messages or do not disturb me during my Quiet Time. Press the Continue button. The Wireess Email Settings
summary page appears.

**%4 , Define your "Important” email

Priority Rule

Forward copies of messages marked "Urgent” or with a priority level of "Higher" than normal.

¥ Enable your priority rule.

& Always deliver priority messages
" Da not disturh me during my Quiet Time

Cantinue ! Skipl

WirdessEmail Summary Page

This page is wha you see once you complete the configuration wizard. You can now edit and add filters, change
forwarding to forward ALL messages, and even add additional devices.

Wireless Email
@ ad

Copies of your ematl messages will now follow you to your cell phone, pager, or PDA based on the rules
vou defined.

" Forward All Messages Cuiet Time

All of your email messages will be forwarded to your wireless device.

& Forward Important Messages
flke's Cell

By Keyworid:
Fhone y neyw

Urgent
[add new Keyword Rule]

By Sendern:

Family
[add new Sender Rule]

By Priority: on
Edit your priority rule

Add a Device Time Settings
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Copyright
Podtini, the Pogtini Logo, Perimeter Manager, Security Manager, Network Edition, AirPostini, and Postini Message Platform are either registered
trademarks or trademarks of Pogtini Inc. Postini is aregistered trademark of Postini, Inc. All other trademarks are the property of their respective holders.

Use of any Podtini solution is governed by the license agreement included in your origina contract. Any source code is a confidentia trade secret of
Pogtini Corporation. Y ou may not attempt to decipher, decompile, or develop source code for any Postini product or service offering, or knowingly alow
othersto do so.

Pogtini Corporation provides this publication “asis’ without warranty of any either express or implied, including but not limited to the implied warranties
of merchantability or fitness for a particular purpose. Pogtini Corporation may revise this publication from time to time without notice. Some states or
jurisdictionsdo not alow disclaimer of expressor implied warrantiesin certain transactions; therefore, this statement may not apply to you.

Disclaimer

The virus protection assigtant is constantly kept up to date through worldwide virustracking centers. As malicious viruses bresk out and mutate, updatesto
the virus recognition software with the latest virus definitions are made, alowing us to identify them and render them harmless. Although this service will
protect you from virtualy al incoming email-borne viruses, it isimportant to know that this service, and others like it, cannot guarantee that your system
will never beinfected. The best anti-virus solution isalayered approach that protects SMTP, HTTP, and desktop resources.

Verson
Document Version: 4.0b
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